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HIGHLIGHTS

e An optimization model for disintegration strategy in directed networks is established.
e An efficient disintegration strategy based on tabu search is proposed.

o This strategy is more efficient than others based on degree and betweenness.

e The critical nodes in directed networks may not have large betweenness centrality.
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We propose a disintegration strategy based on tabu search. Experiments show that the

disintegration effect of our strategy is obviously better than those of typical disintegration
. . . strategies based on local structural properties. Moreover, we find that the critical nodes
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Tabu search identified to remove in directed networks are not those nodes with large degree or

Directed networks betweenness centrality that always are the crucial properties in undirected network.
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1. Introduction

Complex networks describe a wide range of systems in the nature and society [ 1]. Examples include power grids, social
networks, airline networks, urban road networks, terrorist networks, the Internet, etc. The study of complex network has
become one of the most popular topics in interdisciplinary areas in the past decades. Due to its broad applications, studying
on the robustness of complex networks has received growing attention and has become one of the central topics in the
complex network research [2-7].

In the majority of cases, networks are beneficial, such as power grids and the Internet, whose function we want to
preserve. Therefore, many studies have developed methods for enhancing the robustness of these beneficial networks
[8-17]. In other situations by which this paper is motivated, we want to disintegrate some networks if they are harmful
such as immunizing the population in social networks or suppressing the virus propagation in computer networks. Other
examples of network disintegration include destabilizing terrorist networks [18], preventing financial contagion [19],
controlling the rumor diffusion [20], and perturbing cancer networks [21]. The problem of network disintegration aims
actually at identifying a set of critical nodes or edges for removal for the sake of collapsing a network, which has wide
practical application in destroying network structure and controlling the information diffusion.
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Many approaches for network disintegration have been proposed in the last decades [22,23]. Early disintegration strate-
gies were related to certain structural metrics of nodes or edges. The most classical strategy is the degree-based strategy [2].
It is shown that scale-free networks with power-law degree distributions are extremely vulnerable to intentional attacks,
in which nodes are removed sequentially by the decreasing order of their degrees. Considering that the degree is a local
property of the node, the betweenness centrality is introduced as a new criterion [24,25]. Other global metrics were also
used to identify the vital nodes for network disintegration [26], such as coreness [27] and subgraph centrality [28]. To achieve
better disintegration effect, other methods were proposed [29-33].

Most previous researches on the problem of network disintegration have been limited to undirected networks. However,
most real-world networks are actually directed, such as transportation networks [34] and terrorist networks [18]. Studying
on the problem of disintegration in directed networks is of great significance, but few researches concentrated on this
problem, especially with the view of global optimization. In this paper, we focus on the optimal disintegration strategy
in directed networks. We will introduce tabu search to identify the critical nodes. Experiments show that the disintegration
effect of optimal strategy is obviously better than the strategies guided by local properties of nodes.

The paper is organized as follows. In Section 2, we present the optimization model for disintegration strategy in directed
networks. In Section 3, we investigate the solution based on tabu search for the optimization model. In Section 4, the
experiments in various model networks are shown. And in Section 5, we present the conclusions and discussions.

2. Optimization model for disintegration strategy in directed networks

Consider networks represented by a simple directed graph G = (V, E) having no loops and multiple edges, where V is the
set of nodes and E is the set of edges. Let N = |V| be the number of nodes and W = |E| be the number of edges, respectively.
Let A(G) = (a;j)nxn be the adjacency matrix of G, where a; = 1if there is a directed edges from v; to vj, and a; = 0 otherwise.
Letk; = Zjl.vzlaﬁ and klfr = Z] 1a; be the in-degree and out-degree of node v;, respectively. It is easy to obtain that

N N
Zk;:Zk?:W. (1

We only con51der disintegration approaches against nodes in this study and assume that the attached edges are removed
if one node is removed. Denote by vV c V the set of nodes that are removed and denote by G = (Vv — V,E ) the network
after the node removal. Denote by n = |Y| the disintegration strength parameter. We define a disintegration strategy as

X = [x1,X2,...,Xxn], where x; = 0 if v; € V, otherwise x; = 1. Then we obtain
N
n=N — Zx,—. (2)
i=1
The measure function of network performance is denoted by I'(G). We assume that if G; = (Vj, Eq) is a subgraph

of G = (V,,E), ie. if Vi € V, and E; C E,, then I'(G;) < I'(G,). This monotonicity assumption ensures that the
network performance reduces with the process of network disintegration. We define the effect of disintegration strategy
as the degradation of network performance after node removal cD(X )= TI(G)— F(G) > 0. Our goal is to find the optimal
disintegration strategy X*, which maximizes the disintegration effect <D( ). Therefore, we obtain the optimization model for
disintegration strategy as follows

max 45( = [X1, X2, ..., Xn])

st. Zx,- =N-n (3)

i=1
xi=0orl,i=1,2,...,N

3. Solution based on tabu search

As the objective function @ generally has no explicit form, we cannot solve the optimization model in Eq. (3) using
traditional integer programming techniques. Actually, it can be seen as a combinatorial optimization problem. For a network
with N nodes, there are Cj; ways to pick up n nodes for removal, which grows dramatically with N and n. For example,
for N = 100 and n = 10, the total number of alternative strategies will be astronomically large, corresponding to
Cllgo 100!/(10! x 90!) ~ 1.73 x 103, Therefore, traversing all possible solutions is almost impossible if the network
size is large. Here, we consider solving this problem using tabu search (TS).

For most cases, tabu search is a meta-heuristic search algorithm and used as an efficient tool for solving global
optimization problems [35]. It employs local search methods which take the improved one among immediate neighbors
of the current solution as the next solution iteratively until any improved solution cannot be found. By introducing mutation
operation, the ability of escaping the local optimum is strengthened and the ability of finding global optimum is enhanced. TS
has five important parts to ensure its fundamental function: move mechanism, prohibition rule, tabu list, aspiration criterion,
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termination criterion. Move mechanism represents the process of aiming to the best solution. The basic principle of move
mechanism is to obtain an initial potential solution, and check its immediate neighbors to choose the best one for next step
iteratively. The immediate neighbors of present solution are generated by a conduction “swap”. A worsening move can be
accepted for avoiding falling into in sub-optimal regions during the moving process. The prohibition rule is established to
forbid the search coming back to previously visited solutions. This rule is realized based on tabu list, a structure for recording
the previous chosen swap in each moves. Moving to a swap in tabu list is forbidden unless the corresponding solution can
satisfy the aspiration criterion. The aspiration criterion is set to break the prohibition rule in some particular situations
in order to avoid the missing of good solution and stimulate the occurrence of optimal solution. Finally, the termination
criterion is the rules for stopping the process and is generally set according to the upper limit of iteration times.

Actually, running only one time for tabu search algorithm is hard to find the optimal solution. Therefore, the operation
of restarting is necessary for a better solution. However, the computation time is also an important factor for evaluating
the performance of algorithm. Over many times of restarting can make the total cost of computation time be pretty large
especially when the time cost in each round is large. Hence, we set a parameter of the maximum total number of iterations
rather than a certain number of restarting to control the times of restarting. After each round of searching, the program will
restart until the total number of iterations reaches the maximum.

We provide a description of the solution for optimal disintegration strategy based on tabu search in more details. As
shown in optimization model, a disintegration strategy can be regarded as a possible solution in TS. The aim of this process
is to find the optimal solution maximizing the value of object function (the disintegration effect). The initial solution Xy can
be produced by removing n nodes randomly according to disintegration strength parameter n. Then let the initial solution
be the current solution. The current solution at each step is denoted by Xcur, then let N(X.,-) denote the neighbors of the

current solution. Each neighbor of current solution is obtained by exchanging the states (“0” or “1”) of a pair of nodes
randomly, which is denoted as a swap S. Since the number of possible neighbors is large, we choose n¢; neighbors randomly
as candidate solutions. One of the candidate solutions will be chosen as “current solution” in the next step if it has the best
disintegration effect but not belongs to tabu list, or satisfies the aspiration criterion. And the swap producing this “best”
candidate solution is denoted as the “best” swap at this step. If candidates have the same performance, the solution can
be chosen randomly. Disintegration effect of X; is measured by function @(X;), which is defined in optimization model. The
best-known solution is indicated by Xopt, and the corresponding value of disintegration effect is denoted by @ (X,p;).

Tabu list, a structure whose length is L, is denoted as Tj;; to record the previous best swaps. Tabu list is empty at first, and
the “best” swap at each step is recorded into tabu list once conducted. When we choose the best swap from the candidate
solutions, the swap belonging to tabu list should be abandoned. The length of tabu list L determines the number of iterations
that the “best” swaps cannot be chosen. The swaps in tabu list for more than L iterations can be released. However, the tabu
list should be emptied if the X, is updated to a better one, because the better X,,; indicates the algorithm does not fall
into the sub-optimal solution and the previous good swaps can be accepted. Aspiration criterion is that if a candidate swap
is tabued but its corresponding solution has &( mn) better than the current &( opt) this swap would be released from the
tabu list and conducted. Termination criterion is set to stop a round of process. The current number of iteration is denoted
by niter while the best-known solution is not updated. The value of n;,- would be set to 0 if X,,; is updated. When the current
number of iterations ny,, arrives at the maximum number of iterations n,,q set previously without improved solution, this
process ends. Finally, the temporary final optimal solution is the current best-known solution.

The above process can be seen as a round of iterations or a round of searching, and the number of iterations in a round is
uncertain. We denote the maximum total number of iterations as T4 and the total number of iterations in all past rounds
as Tier. When a round of iterations is completed but Tj, is less than Tpgy, the program will produce a new initial solution
randomly and restart a new round of searching. The program can eventually stop if Tj,, exceeds T, The best-known
solution in all rounds is the final result.

The detailed steps for solution based on tabu search algorithm is described as follows:

e Step 1. Set up the length of tabu list L, the maximum iteration number n,q, the maximum total iteration number Tj;,qy,
the number of candidate strategies ngg;

e Step 2. Generate initial strategy Xo by removing n nodes randomly, i.e. set x; = 0 oon [x1,X2,...,Xy] when v; is

removed; A A R

Step 3. Let the current best-known solution X,,; = Xo, and calculate @ (X,p );

Step 4. Initialize T, = 0;

Step 5. Initialize nyeer = 0, Tjise = NULL and Xa,r = Xo,

Step 6. Produce nc,, candidate strategies X, eN (pr) through swap S; respectively;

Step 7. Find out Xk, s.t. q)(Xk) max CD(X );

Step 8. If Sy & Ty OF di(Xk) > P(X, Om) then Xm, = Xk, otherwise, find out Xk, s.t. (D(Xk) = max <D(X ) that Sy & Ty,

then )A(cur = )A(k;

Step 9. Remove element added into T for over L times of iterations, then add swap S to Tjs, update Tiig;;

Step 10. lf‘p(xcur) > ¢( opt) then (D( opt) = (D(Xcur )v Xopt = Xeur» Tiise = NULL and Niter = 0; else Niter = Niter + 1;

Step 11. Titer = Titer + 1. If Titer < Tinax, then turn to Step 12; else exit; .

Step 12. If njer < Nimax, then turn to Step 6; else, generate a new initial strategy X, and turn to Step 5.
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Fig. 1. An example network with 10 nodes and 21 directed edges.
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Fig. 2. Illustration for the disintegration strategy based on tabu search algorithm.

Now we use a simple example to illustrate the disintegration strategy based on tabu search in one round. There is a
network with 10 nodes and 21 directed edges shown in Fig. 1. In this experiment, we use the largest strongly connected
component (LSCC) as the measure function of network performance I"(G). LSCC is defined as the proportion of nodes in
largest subgraph where any two nodes can arrive at each other by directed edges. The effect of disintegration strategy is
obtained by @(X) = I'(G) — I'(G) > 0. Here, the value of disintegration effect is the degradation of LSCC after removal.
The initial LSCC is 0.9. We assume that the number of candidate solutions n.;, is 5, the maximal times of iteration ny,q is
5, the length of tabu list L is 3, and the disintegration strength parameter n is 2. The whole process for obtaining optimal
disintegration strategy is illustrated in Fig. 2.

We first generate an initial solution randomly

Xo=[1 11110110 1], (4)

which is indicated by the top row of cells in Fig. 2. For the initial solution, node 6 and node 9 are removed whose state
are denoted by “0”, LSCC = 0.7 and ¢ = 0.2. Then, we generate 5 candidate solutions by swapping the states between a
removed node and a reserved node randomly for 5 times. Each row of blue cells in Fig. 2 represents a candidate solution.
Cells marked in red donate swapped nodes inherited from the current solution. Next, the current solution moves to the
best solution among available candidate solutions step by step until the best-known solution remains unchanged during 5
steps. The right column presents the disintegration effect of each candidate solution respectively, and the value of objective
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Fig. 3. The computation time of the disintegration strategy based on TS versus the network size N in directed scale-free networks CM(N, m, A, q) (a)
and directed random networks ER(N, p, q) (b), where the disintegration strength n = 0.1 x N. The box plots are drawn based on over 100 independent
realizations of network generation. The fitting curves based on O(N) are also shown as reference lines. The calculation time is the total running time including
the restarting operations.

function with best effect is marked in red. Tabu list is represented by light red cells below each group cells of candidate
solutions, and every row represents a tabu element. In tabu list, cells in red represent selected swaps at last 3 steps, which
cannot be conducted temporarily. Finally, we obtain the optimal disintegration strategy which removes the node 1 and
node 4.

The computation cost of the disintegration strategy based on tabu search is influenced by several factors, including the
number of nodes N, the number of edges W and the attack strength n. We show the computation time as a function of
network size in Fig. 3. We find that the time complexity of the disintegration strategy based on TS is approximately O(N).
Furthermore, the band inside the box and the length of whiskers are both short and there are few outliers, which indicate
that the calculation performance of this algorithm is steady. Therefore, the computation cost of this method based on tabu
search is acceptable. It is worth pointing out that we have repeated our experiments with various parameter values and
observe the similar results.

4. Experimental analysis

In this section, we will analyze the optimal disintegration strategies based on the optimization model introduced above.
Due to the ubiquity in the real-world, we focus on directed scale-free networks and directed random networks in this study.
We first generate an undirected network and then set a certain proportion q of two-way edges as one-way edges randomly
for generating a directed network. The scale-free network with power-law degree distributions p(k) = (A — 1)m*~'k~* is
generated by the configuration model [1]. Therefore, the directed scale-free network model is denoted by CM(N, m, A, q).
The undirected random network can be generated by a pair of parameters, the number of nodes N and the possibility of
linking between any two nodes p, so the directed random network model can be indicated by ER(N, p, q).

The parameters for solving the optimization model for disintegration strategy based on tabu search is set as L = 10,
Tinax = 1000, ey = 100 and ng,, = 100. These experiments are conducted on a PC (Intel Core i5-4210U CPU@2.4 GHz, 4 GB
RAM) with MATLAB version R2014a.

To demonstrate the efficiency of our strategy based on tabu search (TS), we compare it with five typical disintegration
strategies based on local structural properties: removing nodes in decreasing order of the in-degree (ID), the out-degree (OD),
the sum of in-degree and out-degree (SD), the product of in-degree and out-degree (PD) and the betweenness centrality (BC).
We use the size of LSCC as the measure function of network performance I"(G). The disintegration effects & (X) as a function
of the disintegration strength parameter n with various disintegration strategies in directed scale-free networks and directed
random networks are shown in Fig. 4. We find that, given the disintegration strength parameter, the disintegration effect of
TS is much better than other disintegration strategies.

To compare the effects of various disintegration strategies in depth, we also show the critical removal fraction of nodes
fc [2] as a function of the proportion of one-way edges q in Fig. 5. This measure considers statistically how the removal of
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Fig. 4. The disintegration effect @ versus the disintegration strength parameter n with various disintegration strategies in random directed scale-free
networks CM(N, m, A, q) (a-c) and directed random networks ER(N, p, q) (d-f). ID, OD, SD, PD, BC and TS represent the strategies based on in-degree,
out-degree, sum of in-degree and out-degree, product of in-degree and out-degree and tabu search, respectively. Each quantity is an average over 100
independent realizations of network generation.

nodes leads to a deterioration of network performance and eventually to the disintegration of the network at a given critical
removal fraction f.. Smaller f, implies more efficient network disintegration. Similar to the results in Fig. 4, we find that TS
is obviously more destructive than other disintegration strategies. Moreover, we observe that the critical removal fractions
of nodes f. decrease with the increase of the proportion of one-way edges q for all disintegration strategies. It suggests that
directed networks are more vulnerable than undirected networks.

To explore the difference between the disintegration strategies in directed networks and undirected networks, we
consider the well-known terrorist network for Madrid train bombing (TNM), which involved many terrorist groups with
members from different countries as a case study. The data of this network can be obtained from http://konect.uni-
koblenz.de/ Here, TNM is purely considered to be a network composed with nodes (individual terrorists) and edges (possible
connection between individuals). The initial network consists of 64 nodes and 243 two-way edges. We suppose that a certain
proportion q of edges are directed and investigate the optimal disintegration strategies based on our proposed TS as shown
in Fig. 6. We use the size of the largest strongly connected component as the measure function of network performance. The
disintegration strength parameter n is 9. It is easy to see that the set of removed nodes are different in networks with various
of q. In Fig. 6(a), the most of removed nodes have high betweenness centrality. However, the removed nodes tend to have
lower betweenness centrality as the increase of g, which is shown in Fig. 6(b) and (c).

To be more precise, Fig. 7 shows the proportion of overlapping nodes (Pg) between the optimal disintegration strategy in
directed networks with various values of q and the betweenness centrality strategy in undirected network with ¢ = 0. We
can observe that the optimal disintegration strategy in undirected network (¢ = 0) has high overlapping proportion with
betweenness centrality, while the optimal strategies in directed networks (g > 0) have low ones. The similar results are
observed with the degree strategies. It suggests that the critical structural properties in undirected networks, such as degree
and betweenness centrality, have less ability to identify the important nodes in directed networks.

5. Conclusions and discussion

Disintegrating the directed networks is very important in many fields. Seeking optimal disintegration strategy among
massive alternative strategies in directed networks is an important and challenging problem.
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In this paper, we have established an optimization model for disintegration strategy in directed networks, and solved
this model by introducing the tabu search to get an optimal disintegration strategy. The destructive effect of this strategy
has been verified by comparing with other typical centrality-based methods, such as degree-based and betweenness-based
strategies. We have shown that the strategy based on tabu search can identify the approximate best group of nodes failure
for maximum destructiveness of network and has an acceptable computational cost. In addition, the differences between
the strategy based on tabu search and other strategies draw our attention. Those classical centrality metrics like degree
and betweenness centrality which can identify the important nodes in undirected networks cannot recognize efficiently the
really important nodes in directed networks, especially in networks with high proportion of one-way edges. Therefore, new
structural properties in directed networks are expected to be defined as new attack criteria.

It is worth pointing out that, in comparison with centrality-based methods, the perfect information on the network
structure is needed in our method. In many realistic cases, however, this perfect information is not available [36-38]. Thus
the extension of our method to the case of incomplete or inaccurate information is expected in the future. Moreover, applying
this disintegration method into network of networks is also an open and challenging problem.
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